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Abstract: The paper discusses the UE capability related to integrity protection of DRBs for signalling of the maximum supported data rate per UE for integrity protection.  
1
Introduction
As described in their LS R2-1804056 to SA3, CT1, and RAN3, RAN2 have decided that the maximum supported data rate per UE for integrity protection for the DRBs is signalled as a UE capability using NAS signalling along with the UE NAS security capability. The UE would indicate whether 64 Kbps is supported, or if the “full” data rate is supported.

The UE shall provide such information to the CN using NAS signalling, in order to take advantage of NAS security and integrity protect this capability, so that the Core Network can use this information to enable DRB Integrity protection for the UE, and for the CN to deliver such information to the NG-RAN.  
RAN2 has asked CT1 and RAN3 whether such information can be provided as decided by RAN2. 

2
Discussion
1.1 Capability Transport in NAS

The requirement to transport the capability at NAS layer is related to security requirements.

In fact, it cannot be guaranteed in all scenarios that AS security is active when the UE sends its capabilities at AS level. If the maximum supported data rate per UE for integrity protection for the DRBs were to be sent in AS, a man-in-the-middle attack could be carried out as a bid-down attack, to impact the ability of the UEs to obtain services. I.e. for a UE that is capable of supporting the full rate, the network could be told it is in reality capable of only 64 Kbps, and connectivity for some services would not even be established by the network. Vice versa, for a UE capable of only 65 Kbps, the network could be told it is capable of full rate and would activate the full rate, but it would be impossible for the UE to process the full rate.
NAS protocol has “inherently” IP protection, due to the way the security context is handled for NAS. Therefore, it is preferable to follow RAN2 decision that the capability be signalled at NAS level.
1.2 Missing Functionality

It has to be noted that the “maximum supported data rate for integrity protection” is per UE, not per data flow or PDU session. As such, it is required by the RAN for enforcement when integrity protection is activated based on the decision made by the CN (SMF). Note that the mechanisms used by the RAN for such enforcements are RAN-specific and may be implementation dependent. However, based on such value provided to the RAN, the RAN must:

-
Reject a PDU session activation or modification when the User Plane Security Enforcement indicates that UP IP is required
-
Decide whether to activate the UP IP when the User Plane Security Enforcement indicates that UP IP is preferred

SA2 does not support the functionality to provide such information to the CN and deliver it to RAN, and the provisioning of such information and its usage in the CN is a system level aspect that needs to be decided by SA2.
3
Proposal

It is proposed that:

-
The UE provides the maximum bitrate for user plane integrity protection to the AMF in NAS signalling, thus taking advantage of NAS security

-
the UE provides the value as part of the UE 5GMM capabilities

-
The AMF provides the value to the RAN when the UE context in the RAN is established

-
The RAN uses the value at PDU session establishment or modification to determine whether it can allow the activation of user plane integrity protection

-
RAN-defined mechanisms are expected to be used for this

-
RAN is expected to reject a PDU session establishment or a PDU session modification that would lead to user plane data rate higher than the value provided by the UE, if the SMF indicates that UP integrity protection is required.
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